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Glossary

Letter  Term Definition
The ability and means to communicate with or otherwise interact with a system, to use system resources to handle information, to gain knowledge of the information the system contains, or to control system

A Access
components and functions
A Access Control Means to ensure that access to assets is authorised and restricted based on business and security requirements.
Source: ISO/IEC 27000:2018
Property that ensures that the actions of an entity may be traced uniquely to that entity.
A Accountability Source: ISO/IEC 2382:2015
A Accuracy The closeness between an estimated result and the (unknown) true value
Advanced persistent Threat A Hreat actor that possesses sophisticated levels o expertise and significant resources which alowit to create opportunities o achieve its objectives by using multipl threat vectors. The advanced persistent
A en threat: (i) pursues its objectives repeatedly over an extended period of time; (i) adapts to defenders’ efforts to resist it; and (i) is determined to execute ts objectives.
Source: Adapted from NIST
A Aerting The action of warning that a certain type of event has been encountered
A Application Computer program or set of programs that performs the processing of records for a specific function
A et Something of either tangible or intangible value that is worth protecting, including people, information, infrastructure, finances and reputation.
Source: ISACA Fundamentals
A ot Formal inspection and verification to check whether a standard or set of guidelines is being followed, that records are accurate, or that efficiency and effectiveness targets are being met; an audit may be carried out
by internal or external groups
Property that an entity is what it claims to be.
A Authenticity Source: ISO/IEC 27000:2018
. Property of being accessible and usable on demand by an authorised entity.
Source: ISO/IEC 27000:2018
8 Business Function Aprocess or operation that is performed routinely to carry out a part of the mission of an organization.
c Compliance Ensuring that a standard or set of guidelines is followed, or that proper, consistent accounting or other practices are being employed
¢ Compromise Violation of the security of an information system.
Source: Adapted from IS0 21188:2018
B Confidentialy Property that information is neither made available nor disclosed to unauthorised individuals, entities, processes or systems.
Source: Adapted from ISO/IEC 270002018,
c Continuously An action or process that is carried out on allthe time, without interruption
¢ cyber Relating to, within, or through the medium of the interconnected information infrastructure of interactions among persons, processes, data, and information systems

Source: Adapted from CPMI-I0SCO (citing NICCS)
Acyber event that

i. jeopardizes the cyber security of an information system or the information the system processes, stores or transmits; or
c Cyber Incident ii. violates the security policies, security procedures or acceptable use policies,

whether resulting from malicious activity or not.

Source: Adapted from NIST (definition of “Incident”)

The combination of the probability of cyber incidents occurring and their impact.

€ OpberRsk Source: Adapted from CPMIHOSCO, ISACA Fundamentals (definition of “Risk’) and ISACA Full Glossary (definition of “Risk")
Preservation of confidentiality, integrity and availability of information and/or information systems through the cyber medium. In addition, other properties, such as authenticity, accountability, non-repudiation and
c Cyber Security reliability can also be involved.
Source: Adapted from ISO/IEC 27032:2012
c Cyber Threat A circumstance with the potential to exploit one or more vulnerabilities that adversely affects cyber security.
Source: Adapted from CPMI-IOSCO
D Defence-in-Depth Security strategy integrating people, processes and technology to establish a variety of barriers across multiple layers and dimensions of the organisation.
Source: Adapted from NIST and FFIEC
b Detect (Function) Develop and implement the appropriate activities to identify the occurrence of a cyber event.
Source: Adapted from NIST Framework
E Effective or Effectiveness High level of assurance that the proposed change(s) or action that will be implemented or has been undertaken will bring or has brought about the desired or intended result.
Source: PRA/FCA
E Egress Point The point within a network where data leaves the organisation.
F First line Staff Technology or operational leads
F Framework A series of documented processes that are used to define policies and procedures around the implementation and ongoing management of cyber security controls.

Develop the organisational understanding to manage cyber risk to assets and capabil
Source: Adapted from NIST Framework
| Incident Management Processes to detect and analyse incidents and determine an appropriate organisational response

I Identify (function) es.

Incident Response Team (1) 162 f 3ppropriatel skiled and trusted members of the organisation that handles incidents during their e cycle

| {also known as CERT or CsIRT]  S0Urce: ISO/IEC 27035-1.2016

| Incident Cyber or operational, an instance of something happenning; an event or occurance.
| Indicator An occurrence or sign which reveals that an incident may have occurred o be in progress (I0SCO definition: http://bit.ly/1YDiyie).
, Indicators of Compromise Identifying signs that a cyber incident may have occurred or may be currently occurring.
(loCs) Source: Adapted from NIST (definition of “Indicator”)
Any piece of data, device or other component of the environment that supports information-related activities, including data, hardware and software. Information assets are not limited to those that are owned by
Information Asset the entity. They also include those that are rented or leased, and those that are used by service providers to deliver their services (I0SCO definition: http://bit.ly/1YDiyie).

An exchange of data, information and/or knowledge that can be used to manage risks or respond to events.
Source: Adapted from NICCS
| Ingress Point The point within a network where data enters the organisation
Property of accuracy and completeness.
Source: ISO/IEC 27000:2018
As any single defence against a cyber threat may be flawed, Firms can use a series of different defences to cover the gaps in the others’ protective capabilities. For example, the use of firewalls, intrusion detection
L Layered Protection systems, malware scanners, integrity auditing procedures and local storage encryption tools can each serve to protect information technology resources in ways the others cannot (10SCO definition:
http://bit.ly/1YDlyie).
Leading Standards, Guidelines ~ Standards, guidelines and practices which reflect industry best approaches to managing cyber threats, and which incorporate what are generally regarded as the most effective cyber security solutions (10SCO
and Practices definition: http://bit.ly/1YDlyie).
Software designed with malicious intent containing features or capabilities that can potentially cause harm directly or indirectly to entities or their information systems.
Source: Adapted from ISO/IEC 27032:2012
™M Monitoring To determine the status of an activity, process, or system
The use of two or more of the following factors to verify a user's identity:
~ knowledge factor, “something an individual knows”;
™M Multi-Factor Authentication  ~ possession factor, “something an individual has";
~ biometric factor, “something that is a biological and behavioural characteristic of an individual”
Source: Adapted from ISO/IEC 27040:2015 and ISO/IEC 2832-37:2017 (definition of “biometric characteristic”)

| Information Sharing

| Integrity

™M Malicious Software (Malware)

N Non-Disclosure Agreement A legal contract between at least two parties that outlines confidential material, knowledge or information on any restrictions on, or requirements for, its use.
(NDA)
Ability to prove the occurrence of a claimed event or action and its originating enti
N Non-repudiation Vo ginating

Source: IS0 27000:2018
o Ongoing An action or process that is recurring, that happens again and again, on a frequent basis
‘The ability of a Firm to: (i) maintain essential operational capabilities (resumption) under adverse conditions or stress, even if in a degraded or debilitated state; and (i recover to effective operational capability in a

° Operational Resilience time frame consistent with the provision of [sic] services (recovery). (I0SCO definition: http://bit.ly/1YDlyie).
Atest methodology in which assessors, using all available documentation (e.g. system design, source code, manuals) and working under specific constraints, attempt to circumvent the security features of an
3 Penetration Testing information system.
Source: NIST
3 Physical Access Physical access refers to the ability of individuals to physically gain access to a computer system
3 Policy Formally documented management expectations and intentions
, Privieged User Auser who, by virtue of function, and/or seniority, has been allocated powers within the computer system, which are significantly greater than those available to the majority of users. A user that s authorized (and,
therefore, trusted) to perform security-relevant functions that ordinary users are not authorized to perform (NIST definition: http://bit.ly/1dIgXf5).
, protect (Function) Develop and implement the appropriate safeguards to ensure delivery of services and to limit or contain the impact of cyber incidents.
Source: Adapted from NIST Framework
Develop and implement the appropriate activities to maintain plans for cyber resilience and to restore any capabilties or services that were impaired due to a cyber incident.
R Recover (Function)
Source: Adapted from NIST Framework
X Recovery Point Objectve (1p0) e MXMUM targetsetforthe period i which data might be lost which s usually informed by a business impact assessment

Property of consistent intended behaviour and results.

Second line Staff Operational risk leads

Network segregation (also known as segmentation) is the act of splitting computer networks in to a number of smaller network segments with the intention to boost performance, minimise unneccessary traffic and
improve security by creating barriers to restrict lateral movement

s Senior Executives NEDs, Board, senior management. Someone in a senior position in a business, who makes decisions and puts them into action.

Working alongside the Bank of England (BoE), Government and industry, CREST developed a framework to deliver controlled, bespoke, intelligence-led cyber security tests. STAR incorporates Penetration Testing
and Threat Intelligence services to accurately replicate threats to critical assets. The STAR scheme is a prerequisite for membership of the BoE CBEST scheme, used to provide assurance to the most critical parts of
the UK’s financial services.

The ability to identify, process and comprehend the critical elements of information through a cyber threat intelligence process that provides a level of understanding that s relevant to act upon to mitigate the

s Situational Awareness impact of a potentially harmful event.

Source: CPMI-I0SCO

Ageneral term for trying to deceive people into revealing information or performing certain actions.

R Rellablity Source: ISO/IEC 27000:2018

R Remedation Process of correcting a fault or deficiency

R Resiience To dentify, document, analyse and manage the resilience needs placed upon business services, and to ensure the delivery of these services meets those needs
Develop and implement the appropriate actvities to take action regarding a detected cyber event.

N Respond (Function) Source: Adapted from NIST Framework

R Reviewed An evaluation of a change, problem, process, project to ensure that alldeliverables have been provided, and to identify opportunities for improvement

R Risk Combination of the probability of an event and its consequence.

R RiskAssessment Analysing the value of assets to the business, identifying threats to those assets, and evaluating how vulnerable each asset is to those threats

s

s

Segregation (network)

Simulated Target Attack and
Response (STAR)

s Social Engineering Source: Adapted from FFIEC

s Software Al or part of the programs, procedures, rules, and associated documentation of an information processing system

s staff Includes all staff (temp, contractors, etc.)

s Stakeholder Map Adocument which determines the stakeholders in a particular task or activity and outlines their respective authority, relevance and importance
s Systems Servers, applications, network devices

Tactis, Techniques and The behaviour of a threat actor. A tactic is the highest-level description of this behaviour, while techniques give a more detailed description of behaviour in the context of a tactic, and procedures an even lower-

T fevel, highly detailed description in the context of a technique.
Procedures (TTPs) Source: Adapted from NIST 800-150
T Third Party A supplier of goods or support for a product or service, who is neither the primary vendor nor the purchaser
T Third Party Provider(s) Aperson, organisation or other entity that is not part of the service provider’s own organisation and is not a customer — for example, a software supplier or a hardware maintenance company
N Threat Any possible intentional action or series of actions with a damaging potential to business services, including but not limited to; operations, the supply chain, society, economy or business con
(10SCO definition: http://bit.ly/1YDlyie)
B Threat nteligence Threat information that has been aggregated, transformed, analysed, interpreted or enriched to provide the necessary context for decision-making processes.
Source: NIST 800-150
Threat-Led Penetration Testing A controlled attempt to compromise the cyber resilience of an entity by simulating the tactics, techniques and procedures of real-life threat actors. Itis based on targeted threat intelligence and focuses on an
T (TLPT) [also known as Red entity's peaple, processes and technology, with minimal foreknowledge and impact on operations.
Team Testing] Source: G-7 Fundamental Elements
Aset of designations used to ensure that information s shared only with the appropriate audience. It employs a pre-established colour code to indicate expected sharing boundaries to be applied by the recipient.
T Traffic Light Protocol (TLP)  Source: Adapted from FIRST
T Training and Awareness To raise awareness of desirable behaviours and develop the skills and knowledge of people in support of their roles in delivering business resilient services
N Two Factor Authentication  Two-factor authentication is a security process in which the user provides two means of identification when authenticating to an information system; one is typically a password and the other is typically a physical
(2¢8) or electronic token
M Vlnerabilty A weakness, susceptibility or flaw of an asset or control that can be exploited by one or more threats.

Source: Adapted from CPMI-IOSCO and ISO/IEC 27000:2018
Set intervals



